INTER-AMERICAN MODEL LAW TO PREVENT, PUNISH, AND ERADICATE
GENDER-BASED DIGITAL VIOLENCE AGAINST WOMEN"

CHAPTER1
DEFINITION AND SCOPE OF APPLICATION

Article 1. Object

The purpose of this Law is the prevention, response, protection, investigation, punishment,
reparation of harms, and eradication of gender-based digital violence against women’®, in
both public and private spheres, whether instigated, facilitated, or perpetrated through the
use of technology.

Article 2. Definition of Gender-Based Digital Violence Against Women

Any action, conduct, or omission against women, based on their gender, that causes death,
harm, or physical, sexual, psychological, economic, or symbolic* suffering in any aspect of
their lives, when committed, instigated, or aggravated, in whole or in part, through the use
of technology.

Article 3. Scope of Application

Gender-based digital violence against women shall include acts:

a. Occurring within any interpersonal relationship, including familial, intimate partner, or
former partner relationships, regardless of whether the perpetrator has or has not shared the
same residence as the woman.

b. Occurring in the community and perpetrated by any individual.

c. Perpetrated, tolerated, or facilitated with the complicity or acquiescence of the State or its

agents. This includes instances where there is an absence of protective and preventive
policies, failure to act upon reports of gender-based digital violence against women,

! For the purposes of this Law, the term gender-based digital violence against women includes the terms
“technology-facilitated gender-based violence against women” and “online/digital violence against women”,
which have been used interchangeably in various laws across the region.

2 This Model Law has been drafted to reflect the legal and linguistic context of the English-speaking
Caribbean States Parties to the Belém do Para Convention. It is not a literal translation of the Spanish version.
* For the purposes of this Model Law, the term “women” shall refer to women, girls and adolescents, as well
as any person who self-identifies as a woman in all their diversity, in accordance with Article 9 of the Belém
do Para Convention.

* The term "symbolic suffering”" shall be understood in accordance with the standards established in the
Regional Declaration on the Eradication of Gender Stereotypes in Public Spaces Resulting in Symbolic and
Political Gender-Based Violence Against Women. See
https://belemdopara.org/cim mesecvi/wp-content/uploads/sites/2/2023/12/DEC-Symbolic-Violence.pdf
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adoption of policies that perpetuate discrimination and gender-based violence against
women in access to and use of technology, or digital surveillance without legal safeguards.

Article 4. Guiding Principles

The guiding principles of this Law recognize that the right of women to live free from
gender-based digital violence is a shared responsibility between the State and service
providers. To guarantee this right, the following principles shall be upheld:

a. Equality and non-discrimination;

b. Heightened due diligence;

c. Best interests of girls and adolescents;

d. Progressivity of human rights and prohibition of regression;
e. Comprehensive protection;

f. Digital governance;

g. Protection of the right to information and freedom of expression;
h. Proportionality;

1. Victim-centered approach;

j. International cooperation;

k. Transparency;

1. Security with a human rights-based approach;

m. Human dignity;

n. Non-revictimization;

0. Minimal intervention of criminal law.

Article 5. Definitions

a. Algorithmic Bias or Prejudice: Occurs when an artificial intelligence system makes a
prediction that results in an unfair situation or unfavorable treatment for an individual or
group of individuals. It also arises when systematic errors in machine learning algorithms
generate unjust or discriminatory outcomes.

b. Service Providers: Refers to any public or private entity that:

1) Provides individuals residing in the country and using its services with the ability to
communicate through an information and communication technology system; ii) Processes
or stores electronic data on behalf of such a communication service or its users; or iii)
Designs, manufactures, or markets technological products that enable the capture, storage,
processing, or transfer of electronic and personal data.

c. Content Moderation: Activities carried out by service providers, whether automated or
not, aimed at detecting, identifying, and taking action against illegal content or information
that violates their general terms and conditions.

d. Internet Intermediaries: Entities that allow individuals to connect and transmit content,
such as search engines, social media platforms, e-commerce platforms, and web hosting
services, among others.



e. Disinformation or Dissemination of False Content: Information that is deliberately and
intentionally spread while knowing it is false, causing harm.

f. Global Annual Revenue: Refers to the total income obtained by a service provider in a
fiscal year, derived from its commercial activities worldwide, before deducting taxes and
other expenses.

g. Digital Environments/Spaces: Refers to the virtual space where information is created,
exchanged, and consumed, encompassing online interactions, digital services, and the
governance frameworks that regulate them.

h. Gender digital divide: Refers to the disparity in the use, access, and impact of
information and communication technologies (ICTs) between men and women. Gender
stereotypes contribute to the persistence of gender digital divides.

1. Intimate sexual nature: A dimension of a person's private life and sexuality that involves
aspects of autonomy, consent, and dignity and is not related to a matter of public interest.

Article 6. Women's Right to Live Free from Gender-Based Digital Violence
This right includes, among others:

a. Equality and non-discrimination;

b. Protection of their physical, psychological, and emotional integrity against any form
of gender-based digital violence;

c. Personal liberty and security, including the right to participate in digital spaces
without fear of retaliation;

d. Inherent dignity, including in the digital environment;

e. Freedom from cruel, inhuman, or degrading treatment in digital environment;

f. Access to information in digital spaces, linked to the prevention of discrimination
and violence and access to justice;

g. Freedom of expression, ensuring full access, use, and participation in technology;

h. Anonymity or pseudonymity to protect one's identity in digital spaces if so desired;

i.  Access to justice, ensuring fair and effective proceedings in cases of gender-based
digital violence, even in the absence of data protection laws or relevant regulations;

j. Freedom of assembly and association in the digital environment, without fear of
retaliation or violence;

k. Active participation in political and public life, ensuring equal access to public
functions and involvement in public affairs through the digital environment;

l. Freedom of association, allowing the creation of support networks and
empowerment in digital spaces;

m. Freedom to practice one’s religion and beliefs under the law, without fear of
retaliation in digital spaces;

n. Privacy, security, and protection of personal data;



o. To rectify, delete, or restrict the processing of personal data when it is inaccurate,
incomplete, unnecessary for the purpose for which it was collected, or not justified
by legal obligations;

p. Protection against disinformation or the dissemination of content that affects their
life, dignity, reputation, or security or that perpetuates harmful stereotypes fostering
violence and discrimination;

g. To object to data processing, particularly profiling, and to be informed of automated
decisions and their consequences;

r. To be informed about the digital regulation of content that affects them, with clear
and detailed information that facilitates decision-making;

s. Education and digital literacy free from stereotyped patterns and behaviors, as well
as social and cultural practices based on concepts of inferiority or subordination, to
ensure inclusion, the guarantee of rights, and development in the digital sphere;

t. Free and uncensored access to information, services, and technological resources.

Article 7. Manifestations of Gender-Based Digital Violence Against Women
Among others, the following manifestations are recognized:

a. Inducing, coercing, or facilitating a woman’s suicide, or providing assistance to commit
it, through the use of technology;

b. Exposing, disseminating, distributing, commercializing, or exchanging photographs,
images, videos, or audio recordings of an intimate sexual nature without the consent® of the
woman depicted in such material;

c. Exposing, disseminating, distributing, commercializing, or exchanging photographs,
images, videos, or audio recordings of an intimate sexual nature of a woman without her
consent, created or altered through the use of artificial intelligence, applications,
technological programs, or any internet intermediary that facilitates such actions;

d. Manipulating, deceiving, or exploiting a woman to obtain intimate sexual images,
videos, or messages;

e. Recruiting, coercing, or threatening women and girls for sexual exploitation or
trafficking through the use of technology, both in digital and non-digital spaces;

f. Installing tracking devices in cars, personal belongings, or other items without the
woman's consent;

g. Using spyware on electronic devices that enables remote control of cameras,
microphones, or geolocation;

> The concept of consent shall be interpreted in accordance with the provisions established by the Committee
of Experts of MESECVI in its General Recommendation No. 3: The concept of consent in cases of sexual
violence against women for gender reasons. See
https://belemdopara.org/wp-content/uploads/2022/03/consentimiento 220322 eng.pdf
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h. Stealing, manipulating and using a woman’s personal data or disclosing it without her
consent;

1. Impersonating a woman to deceive, obtain benefits, cause harm, or affect her integrity;

j. Possessing, storing, or distributing material depicting sexual violence against women and
girls, obtaining, retaining, or sharing such content in any digital format or medium;

k. Inciting violence or any other unlawful action against a woman or group of women,
promoting violent attitudes based on gender, gender expression or identity, sexual
orientation, race, ethnicity, or any other situation of vulnerability;

1. Harassing, humiliating, intimidating, or defaming a woman through messages, comments,
or degrading content motivated by gender;

m. Implementing, designing, or using algorithms, artificial intelligence, automated
decision-making systems, or digital tools that generate discriminatory biases against
women based on gender, facilitate the dissemination of explicitly violent content against
women, or promote violence against women;

n. Recording, capturing, and storing photos or videos, and/or recording audio of an intimate
sexual nature without the consent of the woman appearing in them, regardless of whether
they are shared or not.

0. Any other action, conduct, or act that results in preventing women’s right to live free
from violence in the digital environment.

Article 8. Manifestations of gender-based digital violence against women in politics,
with a public voice, or those actively participating in the digital environment

Among others, the following manifestations are recognized:

a. Creating and disseminating digital harassment campaigns with the objective or result of
silencing or delegitimizing women in political or public spaces;

b. Using misogynistic, sexist, racist, or violence-inciting language against political or
public women on digital platforms;

c. Publishing and promoting false or malicious content and slander that affect the image,
reputation, or integrity of a woman in politics or with a public voice;

d. Disclosing personal information without consent, as well as improperly accessing digital
accounts to harm the political or personal integrity of the victim;

e. Coordinating digital attacks on social media to flood the victim’s platforms with violent
or degrading messages, seeking to force her into self-censorship or isolation;



f. Sending digital messages that threaten, frighten, or intimidate one or more women and/or
their families, with the objective or result of annulling their political rights, including
forcing them to resign from office or withdraw from a position they hold or seek;

g. Any other action classified as political gender-based violence against women that uses
digital means to perpetrate it.

CHAPTER IT
DUTIES OF THE STATE

Article 9. Public Policy Measures for Prevention

The National Mechanism for Women/Gender Affairs, as the governing body, in
coordination with regulatory bodies for Information and Communication Technologies,
Science, Digital Oversight, Statistics, Education, Industry, and Commerce, electoral bodies
and other legally designated institutions, shall be responsible for implementing these
measures. These bodies must adopt comprehensive measures to prevent gender-based
digital violence against women, address its structural causes, and halt threats and human
rights violations, ensuring heightened due diligence. These measures include, among
others:

a. Establishing an inter-institutional and multi-stakeholder roundtable, formalized through a
decree, that includes the participation of the private sector, civil society, and the technical
community. This roundtable shall meet periodically to coordinate actions and develop joint
strategies for open, inclusive, transparent and with a gender perspective digital governance;
b. Implementing measures to promote digital literacy at all levels of the educational
curriculum, ensuring equitable and responsible access to technology and fostering the
active and safe participation of women, girls, and adolescents in digital environments;

c. Ensuring the safe use of the internet, preventing gender-based violence, and closing the
digital divide, guaranteeing that women in vulnerable situations have equal access to
technology and can use it effectively;

d. Providing specialized training on policies for preventing gender-based digital violence
against women to personnel responsible for justice administration, education, and law
enforcement;

e. Developing awareness campaigns and formal and non-formal educational programs
focused on countering biases, customs, and practices that perpetuate the idea of women’s
inferiority or reinforce gender stereotypes that sustain gender-based violence;

f. Collecting and analyzing data on gender-based digital violence against women to develop
an accurate assessment that enables the evaluation of the effectiveness of measures and the
recommendation of policy adjustments. The information shall be disaggregated by factors
such as gender, age, ethnicity, economic status, disability, and others;

g. Presenting annual reports to the legislative body on the state of gender-based digital
violence against women in the country, including policy recommendations and progress on
the implementation of this law;

h. Promote educational initiatives aimed at executive branch officials, the judiciary,
electoral authorities, and political parties to prevent institutional gender-based digital
violence.



Article 10. Public Policy Measures for Protection and Attention

The National Mechanism for Women/Gender Affairs, the Judiciary, the Ministry of Justice,
law enforcement agencies, and the regulatory body for Information and Communication
Technologies, among other legally designated institutions, shall be responsible for:

a. Ensure a coordinated and effective response at all stages of the process, promoting
collaboration among multi-sectoral actors;

b. Provide specialized, accessible, and appropriate services for women affected by
gender-based digital violence;

c. Establish swift complaint mechanisms, specialized protection procedures, and protocols
for the collection and handling of digital evidence to enable a timely and effective response;
d. Adopt a comprehensive approach that ensures access to essential services, including
psychosocial support, physical and mental healthcare, and specialized legal assistance.

Article 10 bis. Urgent Protection Measures

The Family Welfare Offices/Family Courts, the judges responsible for procedural
safeguards/Pretrial Judges in the victim’s place of residence, and judicial and administrative
bodies with authority over protective measures, in accordance with their territorial
jurisdiction, shall:

a. Ensure the immediate protection of the rights of victims of gender-based digital violence
against women, in accordance with constitutional and legal mandates and the proper
handling of digital evidence under Chapter III of this law;
b. Issue urgent measures regarding video, audio, or image material, which shall be subject
to judicial review, ensuring the principles of legality, necessity, and proportionality, in
accordance with international human rights law standards.

Article 10 ter. Legal Assistance

The competent bodies responsible for ensuring legal assistance to women victims of
violence include the Office of the Ombudsperson, the Ministry of Justice, the National
Mechanism for Women/Gender Affairs, and the lead entities on women’s and gender issues
at various levels of government, such as regional and provincial prosecutors’ offices,
municipal and departmental women's and gender secretariats, and other relevant
institutions, in accordance with their constitutional, legal, and regulatory mandates. These
bodies must ensure that victims receive comprehensive, gender-sensitive support, including
legal counseling, legal representation, and psychological and social assistance, provided
free of charge, immediately, accessible, adequately, and as a priority.



Article 11. Prevention and Sanction of Gender-Based Digital Violence Against Women
in Politics

Electoral administration and justice bodies, in cases of digital violence against women
politicians or electoral candidates based on their gender, shall:

a. Promote training and capacity-building processes on digital political violence against
women within political parties, movements, alliances, coalitions, and intermediary
organizations;

b. Ensure that electoral processes at all levels take place free from manifestations of digital
political violence based on gender;

c. Adopt a protocol establishing a summary and effective complaint procedure, the
institutions authorized to receive and process complaints, as well as the mechanism to order
protective and reparative precautionary measures and the applicable sanctions, in
accordance with the provisions of this law;

d. Collect statistical data on digital political violence against women based on gender and
coordinate with the National Mechanism for Women/Gender Affairs or the governing body
for public policies on equality to establish a systematized and unified data system;

e. Act immediately and ex officio in cases where digital political violence against one or
more women based on gender is confirmed in mass media, including radio, television,
print, digital platforms, or social media.

Article 12. Public Policy Measures for Investigation and Sanction

The body responsible for criminal prosecution, the Public Prosecutor’s Office, the Attorney
General’s Office, the Office of the Inspector General, and the competent administrative
bodies for investigations, must conduct serious, impartial, and effective investigations with
a gender perspective, intersectional, and equality- and non-discrimination-based approach,
free from gender bias and stereotypes. These investigations must aim to clarify the facts,
ensure justice, and provide comprehensive assistance and reparation to victims and
survivors. To this end, the following measures shall be adopted:

a. Implementing a coordinated and efficient management system for cases of gender-based
digital violence against women, involving law enforcement, prosecutors, judicial
institutions, and other relevant actors, establishing appropriate mechanisms to facilitate
complaints and ensure victims' prompt and effective access to justice;

b. Creating specialized units or teams on gender-based digital violence against women with
adequate resources;

c. Effective participation of victims in the investigation and sanctioning process of those

responsible, ensuring their right to be heard, including in the determination of dignified and
respectful reparation measures that address their needs.



Article 13. International Cooperation

State entities shall implement international cooperation strategies to facilitate compliance
with the objectives of this law. The failure to apply such cooperation strategies in this
matter may be interpreted as tolerance and acquiescence by the State regarding
gender-based digital violence and could lead to State responsibility for failing to act with
due diligence in addressing transnational crimes. Therefore, the State shall:

a. Ensure mutual assistance through rapid communication channels such as fax, email, or
other secure and authenticated means, including encryption if necessary;

b. Collaborate in investigations and proceedings related to crimes of gender-based digital
violence against women and the collection and safeguarding of electronic evidence, in
accordance with applicable international instruments and mutual legal assistance treaties;

c. Transmit, in urgent cases, relevant information to another State even in the absence of a
formal request, if deemed useful in investigations, proceedings, or judicial actions in the
receiving State;

d. Implement measures such as preventive seizure, confiscation, forfeiture, and the transfer
of evidence in electronic form, where applicable;

e. Establish bilateral or multilateral agreements to create joint investigative bodies for
crimes under this law. In the absence of such agreements, joint investigations may be
conducted through case-specific arrangements, respecting the sovereignty of the State
where the investigations take place;

f. Promote the exchange of information and documentation on legislation and practices
concerning gender-based digital violence against women, including resolving jurisdictional
conflicts with other States.

g. Collaborate with organizations and global platforms to track and sanction perpetrators.

Article 14. Liability of Public Officials

Public officials shall be held liable for omission when, having knowledge of crimes of
gender-based digital violence against women and being legally obligated to act, they fail to
do so, thereby allowing the harm to persist or creating a risk to the legally protected rights
of women.

CHAPTER III
REGULATION OF SERVICE PROVIDERS FOR THE PURPOSES OF THIS LAW

Article 15. Legal Representation of Service Providers

Service providers that offer their services within the territory, whether or not they have a
physical establishment in the State, shall designate in writing a natural or legal person to act
as their legal representative, vested with the necessary powers and sufficient resources to
ensure effective and timely cooperation with the competent State authorities for the
implementation of this Law.



The designated representatives shall be the recipients of communications from the
competent authorities regarding all matters necessary for the receipt, compliance, and
execution of decisions adopted in relation to this Law.

Service providers shall notify the National Mechanism for Women/Gender Affairs, the
Ministry or Secretariat of Information and Communication Technologies, and the digital
regulatory authority of the name, postal address, contact information, email address, and
telephone number of their legal representative.

The designated legal representative may be held liable for non-compliance with the
obligations established under this Law, without prejudice to the liability of the service
provider and any legal actions that may be initiated against it.

Article 16. Points of Contact

To ensure communication regarding the implementation of this Law, service providers shall
designate points of contact for both State authorities and users. The contact information
shall be public, clear, and easily identifiable.

The points of contact shall provide communication options beyond automated tools,
allowing for direct, rapid, and easily accessible interaction with service providers.

Article 17. General Conditions
Service providers shall:

a. Provide a clear and detailed description of the general conditions regarding the use of
information provided by users, as well as the restrictions applied to the use of their services.
This shall include privacy policies regarding the use of personal data, procedures,
measures, and tools for content moderation, whether through algorithms or impartial human
review, as well as the rules for the internal management of complaints;

b. Adopt zero-tolerance policies toward gender-based digital violence against women,
implementing effective mechanisms for detection and response;

c. Present information in clear, simple, understandable, and accessible language, in an
easily consultable format compatible with electronic devices;

d. Inform users of any significant changes to the general conditions, ensuring that such
communication is clear, timely, and comprehensible.

Article 18. Notification of Suspicions of Violence Against Women and Girls

When a service provider has reasonable grounds to believe that violence has been
committed, is being committed, or is likely to be committed, posing a threat to the life or
security of one or more women, it shall immediately notify the competent State authorities
and provide all relevant information in its possession.



Under no circumstances shall such notifications contravene the rights guaranteed by this
law or the principles established under international human rights law.

Article 19. Content Moderation

Service providers shall implement effective content moderation systems to prevent the
dissemination of, to conceal, or to remove materials that constitute manifestations of
gender-based digital violence against women, as defined in Articles 2, 7, and 8 of this Law,
while preserving evidentiary material. They must also ensure gender-sensitive training for
personnel responsible for content moderation.

Content moderation shall be carried out through three main mechanisms:

a. User complaints, submitted through accessible and efficient systems that allow reporting
content that may constitute gender-based digital violence against women;

b. Government requests, issued by competent authorities through official orders for content
removal or restriction;

c. Automated detection, through algorithms designed to identify content that may constitute
gender-based digital violence against women under the criteria established in this Law.
When automated detection identifies a possible manifestation of violence against women,
the case shall be reviewed by an impartial human team specialized in human rights and
gender-based violence.

Article 20. Internal Complaint Mechanisms

Service providers shall implement internal systems that allow users to report content that
violates the rights protected by this Law and request its removal, suspension, or restriction.
Additionally, they must ensure the availability of non-automated channels that allow users
to request a second review if they do not receive a satisfactory response.

These mechanisms shall be accessible, free of charge, and ensure a rapid, timely, and
well-founded response. Complaints shall be evaluated in a non-discriminatory, diligent
manner and in accordance with the principles established in this Law and international
human rights standards.

Article 21. Compliance with Requests from Competent Authorities

When the designated point of contact with the State receives an order from competent
national judicial or administrative authorities concerning one or more content elements
recognized in this Law, or requests for specific user information, it shall:

a. Act without delay in response to the authority’s request;
b. Provide written notification to the authority that issued the order, or any other authority
specified therein, regarding the actions taken and the dates on which they were carried out.



Article 22. Algorithmic Accountability

Service providers that use algorithms shall design and manage them in a transparent,
ethical, and accessible manner, available in local languages and with cultural competence.
They shall also provide clear terms of service that enable users to make informed decisions
about the use of their services, as well as to grant or withdraw their consent consciously.
Intermediary service providers shall implement options that provide users with greater
control over their experience.

These algorithms must incorporate measures to prevent gender-based digital violence
against women, minimize the amplification of harmful content, and eliminate biases and
stereotypes that perpetuate violence, ensuring a digital environment that respects and
protects human rights.

Article 23. Service Suspension Measures

An internal evaluation team shall assess the severity of the reported conduct or that
identified through automated detection and determine appropriate measures. These may
include notifying the competent authorities of a suspected crime, removing content,
suspending services for the responsible party, or taking other necessary actions to protect
the victim and ensure compliance with this Law.

Service providers shall suspend the provision of their services for a reasonable,
pre-established period following a prior warning to individuals who repeatedly create,
share, or disseminate content that may constitute crimes or unlawful acts as described in
Article 7 of this Law. This measure must be applied while preserving the necessary records
and digital data for potential judicial proceedings.

During the analysis and enforcement of these measures, the evaluation team must
comprehensively assess the risks associated with the continued presence of the content and
its potential to exacerbate harm to victims. This assessment should consider not only the
content itself but also factors such as the volume of shared content, the speed of its
dissemination, its reach, and its persistence on servers.

While the investigation is ongoing, service providers shall implement provisional measures
to protect the victim, including the restriction, suspension, or temporary removal of content,
as well as the partial limitation of services, without fully revoking the involved user’s
access unless the severity of the case requires it.

Suspension measures may become permanent if, at the conclusion of the internal process, it
is determined that the individual using the service has engaged in any form of gender-based
digital violence against women, as described in Article 7 of this Law. In such cases, a
formal complaint shall be referred to the competent authorities.

Article 24. Service Restrictions

Service providers shall provide users with a clear and specific statement of reasons when
imposing restrictions on the use of their services, including but not limited to content
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removal or blocking, suspension or limitation of payments, partial or total service
interruption, or suspension or deletion of accounts. These reasons must be explained in a
comprehensible and detailed manner, ensuring that users understand the grounds for such
actions, particularly in cases where the provided content is deemed illegal or incompatible
with the service’s general conditions.

Under no circumstances shall these restrictions contravene the rights guaranteed by this
Law or the principles established in international human rights law.

Article 25. Internal Appeals System

Service providers shall implement internal appeals mechanisms that are accessible, free of
charge, and effective, allowing users to challenge decisions related to content removal or
restriction, as well as service or account suspensions. These mechanisms must ensure
timely, well-founded, non-discriminatory responses that comply with the principles
established in this Law and international legal standards.

When an appeal is deemed valid, the service provider shall correct or reverse the measure
taken without undue delay.

Article 26. Duty to Respect Human Rights

Service providers shall conduct, at their own expense and at least once a year, independent
audits to assess their compliance with this Law and publish the reports derived from these
evaluations, in accordance with the principle of explainability. These reports shall include
internal statistics on cases identified as gender-based digital violence against women, as
well as the actions taken and the outcomes achieved in such cases, ensuring transparency in
their practices.

Additionally, service providers shall be required to train personnel responsible for handling
these cases, ensuring that the multidisciplinary team applies a gender and human rights
perspective and provides a sensitive and appropriate approach to victims.

Furthermore, in cooperation with the competent State authorities, they shall develop and

implement permanent, annual education and awareness campaigns, tailored to local
contexts, aimed at promoting women’s human rights and enhancing their digital security.

CHAPTER IV
JUDICIAL PROCEEDINGS
I. INVESTIGATION AND PROSECUTION
Article 27. Guiding Principles of the Judicial Process

Investigations of offences established under this Law shall be conducted in accordance with
the following guiding principles:



a. Independence and impartiality of courts and administrative bodies;

b. Gender perspective;

c. Qualified personnel,

d. Evidentiary standards free from gender-based stereotypes, biases and prejudices,
ensuring the credibility and fair treatment of victims;

e. Due process;

f. Cultural relevance;

g. Privacy safeguards in the processing of personal data.

Article 28. Rights of Victims/Survivors in the Judicial Process

The Ministry of Justice, in coordination with the Public Prosecutor’s Office and the
competent national mechanisms, shall guarantee the following rights to women victims and
survivors, as well as their families, through the establishment of specific guidelines:

a. Access to justice, including free and specialized legal representation throughout the
country;

b. Reasonable accommodations to ensure effective access to justice for women victims with
disabilities;

c. To be informed of their rights, to have their opinions, needs, interests, and concerns heard
by the investigative body and courts, and to fully collaborate and participate in all stages of
the judicial process;

d. Provide a translator and/or interpreter according to their nationality, language, dialect, or
condition of disability;

e. Protection for foreign and migrant women and their dependents, ensuring that they are
not deported as a consequence of filing a complaint, even if they are in an irregular
migration situation.

Article 29. Legal Standing

A complaint may be filed by the victim(s) or survivor(s), by third parties, or by any natural
or legal person, provided that the case involves a potential publicly prosecutable offence of
gender-based digital violence against women. In cases of privately prosecutable offences of
gender-based digital violence against women, a complaint may be filed only with the
victim’s authorization.

Article 30. Precautionary Measures

The Competent Court may impose precautionary measures at the request of the Public
Prosecutor’s Office, the victim, or the victim’s legal representation in cases covered by this
Law.

If a precautionary measure is requested within the legally established timeframe, the matter
must be resolved immediately following the filing of charges. To this end, the parties may
present relevant evidence to assess the appropriateness of the requested measure.



Article 31. Types of Precautionary Measures

The judge may, through a reasoned decision, impose one or more of the following
precautionary measures to protect the victim and ensure the proper conduct of the judicial
process:

a. Prohibit the accused from approaching the victim physically or communicating with her
by any means, including digital spaces. This prohibition shall extend to individuals under
the care or protection of the victim,;

b. Order the temporary removal of material presumed to constitute gender-based digital
violence against women or any offence established under this Law, ensuring that the
necessary elements are preserved as evidence in the judicial process, in accordance with
established protocols;

c. Adopt other necessary measures in the digital environment to protect the victim,
including restrictions on access, profiles, or content that pose a risk to her rights.

Article 32. Procedure for the Adoption of Precautionary Measures

The process for imposing, reviewing, challenging, and executing the precautionary
measures provided for in this Law shall be conducted in accordance with the relevant
provisions of the Criminal Procedure Code governing existing precautionary measures.
Additionally, decisions related to these measures must be duly reasoned and notified to the
parties involved, ensuring their right to defense and to file appeals when appropriate.

Article 33. Restorative Justice

Restorative justice processes shall be promoted in cases of gender-based digital violence
against women, provided they are compatible with the rights of the victim and her family
members, consider the victim’s express will and the severity of the acts. These processes
may only proceed with the victim’s authorization and must ensure reparation for the harm
caused, awareness and sensitization of the perpetrator, and measures aimed at preventing
the recurrence of such conduct. The victim shall be placed at the center of the process,
which must be conducted under the strict supervision of the competent authorities.

II. CRIMINAL, CIVIL, AND ADMINISTRATIVE LIABILITY
Article 34. Criminal Offences

The actions described in Article 7, from subsection a to j of this Law, shall be classified as
public action criminal offences, without this constituting an exhaustive or limiting list.

Article 35. Penalties

These offences shall be punished with imprisonment and other measures that ensure the
protection of victims or survivors of gender-based digital violence against women,
including fines or equivalent sanctions. In no case shall the imposed penalty be less than
that established in national legislation for similar offences.



Article 36. Jurisdiction

The competent courts, in accordance with the Constitution and laws of the State, shall have
jurisdiction over the offences set forth in this Law in the following cases:

When the offence is committed in whole or in part within national territory;

When the victim is a woman citizen or resident of the State;

When the perpetrator is a citizen or resident of the State;

When the services related to the offence have been accessed from within the State’s
territory, regardless of the primary domicile of the service provider.
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Article 37. Aggravating Circumstances

The following shall be considered aggravating circumstances for offences of gender-based
digital violence against women:

a. When the offence has been perpetrated against a person in a vulnerable situation
due to specific circumstances, such as dependency, or a physical, mental,
intellectual, or sensory disability, as well as against a girl, based on their sexual
orientation, gender, religion, social origin, political beliefs, ethno-racial identity or
affiliation, among others;

b. When the offence was carried out by two or more persons acting jointly;

c. When the offence was preceded or accompanied by acts of violence outside the
digital environment or was committed using force, coercion, or threats, including
the use of a weapon;

d. When the offence resulted in the death of the victim, caused serious physical or
psychological injuries, or led to self-harm as a consequence of its impact on the
victim or survivor;

e. When the offence was perpetrated against a spouse, former spouse, partner, former
partner, by a member of the victim or suvivor's family by blood or affinity, or a
person with whom they had or have an emotional, affective, or trust-based
relationship;

f. When the offence was committed by abusing a position of authority or influence
over the victim or survivor.

Article 38. Obstruction of Access to Justice

Anyone who obstructs or hinders protective measures, investigations, prosecutions, or
punishment of offences of gender-based digital violence against women shall be sanctioned
with the penalty corresponding to obstruction of justice under national law. If the
perpetrator is a public official acting in the exercise of their duties or in connection with
their position, they shall be subject to the corresponding penalty for the offence of
obstruction of justice and disqualification from holding office.



Article 39. Elimination of Extenuating or Mitigating Circumstances

Extenuating or mitigating circumstances that promote or justify gender-based violence
against women, such as violent emotion, anger, victim provocation, honor, jealousy,
cultural beliefs, customs contrary to human rights, intense distress, or other analogous
grounds, shall not constitute a defense or mitigation for offences of gender-based digital
violence against women.

Article 40. Administrative Sanctions for Service Providers

A National Administrative Authority shall be established with the authority to sanction
service providers in the following cases:

a. When they commit one or more manifestations of gender-based digital violence against
women as established in this Law;

b. When they fail to take reasonable measures to prevent one or more manifestations of
gender-based digital violence against women committed through one or more of the
following: (i) employees, (ii) contractors, (iii) administrators, or (iv) associates, whether
their own or those of any subordinate legal entity;

c. When, despite the cessation of harmful conduct, there is sufficient indication that such
behavior may imminently recur, and they fail to implement adequate measures to prevent it;
d. When they fail to act upon notification of illicit content, or do so in an unjustified or bad
faith manner, thereby affecting the rights of women protected under this Law;

e. When they fail to comply with the obligations established in this chapter of the Law.

Article 41. Prior Notification of Preliminary Findings

Before issuing a formal decision, the competent National Administrative Authority shall
communicate its preliminary findings to the service provider. This notification shall detail:

a. The identified violations;

b. The corrective measures expected to be implemented by the provider to remedy the
non-compliance;

c. A reasonable timeframe for the provider to submit observations or take immediate
preventive measures.

The service provider shall have the right to be notified of the charges against them, present
evidence, exercise their right to defense, and appeal any decision within a reasonable
timeframe.

Article 42. Sanctions
The competent National Administrative Authority shall impose one or more of the

following sanctions on service providers that engage in the conducts described in Article 40
of this Law:



a. Financial penalties proportional to the severity of the violation, up to 6% of their
global annual revenue in the previous fiscal year. The Authority may order the
sanctioned provider to allocate part of the fine to the implementation or
improvement of programs addressing gender-based digital violence against women;

b. Publication of a summary of the administrative sanction decision in widely
circulated media and on the sanctioned service provider’s website for a period not
less than one (1) month and no more than one (1) year, at the provider’s expense;

c. Prohibition from receiving any form of government incentives or subsidies for a
period proportional to the harm caused;

d. Mandatory periodic reporting on the measures adopted to prevent similar conduct
that led to the sanction;

e. Revocation of permits to operate within national territory, either temporarily or
permanently, in cases of serious or repeated violations.

Article 43. Allocation of Funds from Financial Penalties

The funds collected through financial sanctions in cases of gender-based digital violence
against women shall be allocated to providing comprehensive support for victims and
strengthening institutional capacities and technological infrastructure necessary to ensure
the effective implementation of this Law within the State.

Article 44. Civil Liability of Service Providers

In civil liability proceedings, judges shall have the authority to assess acts that have the
purpose or result in manifestations of gender-based digital violence against women,
attributable to any natural or legal person within the framework of this Law. When
appropriate, and in accordance with current legal provisions, they may impose the sanctions
established in Article 42 of this Law.

Victims shall have the right to seek civil liability for actions or omissions constituting
gender-based digital violence against women, even if they do not qualify as criminal
offences, but nonetheless violate their rights, particularly those enshrined in the Belém do
Para Convention.

Article 45. Liability of Legal Entities

A legal entity that directly or indirectly participates in the commission of the offences
established in this Law may be held civilly or administratively liable, as applicable, without
prejudice to the criminal liability of the natural persons involved. A legal entity shall be
considered liable in the following cases:

a. When the offence is committed by a person holding a managerial or representative role
within the company;

b. When the offence is committed by a natural person acting under the instructions of
someone with a managerial or representative role.



OAS MESECV

GENERAL PROVISIONS

Article 46. Interpretation

Nothing in this Law shall be interpreted as restricting or limiting the American Convention
on Human Rights, the Inter-American Convention on the Prevention, Punishment, and
Eradication of Violence against Women (Belém do Pard Convention), or any other
international conventions that provide equal or greater protections related to this matter.

Article 47. Complementary Protocols

Regardless of the enactment of this Law, the Ministry of Justice, the Office of the Attorney
General, and the relevant judicial and administrative authorities shall establish specialized
protocols within their respective institutions for handling and investigating cases of
gender-based digital violence against women. These protocols shall ensure comprehensive
protection for victims, guaranteeing their access to effective reporting mechanisms, the
immediate implementation of appropriate protective measures, and the development of
redress and justice processes in a timely and efficient manner.

Article 48. Repeals

Any provisions contrary to this Law are hereby repealed.



